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What does 
your

Digital 
Identity 

say about 
You?
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Child Tech Contract Tips
 

!  I am required to contribute to the cost of my devices.  
!  It is my responsibility to be sure the devices are being recharged each night in the _____________.  
!  My devices must be turned off at ___ pm each school night and ____ pm in the summer and weekend nights. 
!  I agree that if I am unable to keep up with my responsibilities, the use of my devices can be taken away from 
me.  
!  I will not use my devices to take pictures of nudity (or search for), violence or other inappropriate content. 
!  I will not take a picture or video of anyone without that person’s permission. 
!  I will not use my devices for malicious purposes. (Cyber Harassment, Crank calling, etc.)  
!  Do not ever ignore a phone call if the screen reads “Mom/Dad” or “Guardian”.  
!  Your devices does not go to school with you.  *Half days, field trips and after school activities will require 
special consideration. 

! Child must go over any new apps/social network accounts/video games with parent/guardian prior to use

! Child must go over any updates to the apps prior to using the update
© Cyber Education Consulting 2012-2014
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Child Tech Contract Tips
!  Do not use this technology to cheat (gain a advantage over other person). 
!  Do not involve yourself in the digital drama.  Anything you do through technology leaves a trail.   
!  I will limit the number of people I give my phone number and screen names.  
!  Mom and Dad or guardian will meet all of your followers/digital friends in the real world, no exceptions. 
!  I will limit the amount of time I am on the devices.  
!  I will maintain grades/chores/behavior as 
follows:__________________________________________________

!  I will not share any personal info while online, this includes but is not limited to: family members birthdays, 
vacation plans, photos, or video without prior approval.  

! Mom and Dad or Guardian will have access to all phone passwords and voice mail, social networking, 
video game passwords. NO HIDDEN ACCOUNTS! 
!  Parents or Guardian the right to go through any devices/accounts with probable cause. Assume 
everything you do online is being monitored and act accordingly. Let your friends know that you are being 
monitored as well.
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A Digital Life
!  Social Networking 

! Blogging  
! Vlogging  
! Phlogging 

!  Webcams & 
Videos 

!  Cell Phones

!  Apps

!  File-sharing 

! Personal Finance 

! Video Games
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My Childhood
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Online Gaming 
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The Google screen 
name search lead to:
•NAME 

•AGE

•RELATIONSHIP 
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•FAMILY ISSUES 
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Pokemon GO
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Pokemon GO Nicknames

Nicknames are public do not use personal info in 
the nickname
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Pokemon GO deleting accounts



Digital Etiquette Photos

• Do not take photos of 
other students on 
campus without 
permission.

• Do not use any school 
owned device to take 
personal photos, 
videos, etc.
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Facial Recognition App

• Nametag app (Beta) uses 
facial recognition 
technology to match 
passersby to their online  
profiles.

• The group is also 
developing a app to 
compare photos to child 
predator database
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Facebook Facial Recognition Feature

• "Tag Suggest" feature uses 
facial recognition 
technology to speed up the 
process of labeling or 
"tagging" 

•  Facebook’s program is 
97% accurate

•  You can opt out of it
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Watermarking Photos 
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• You own the copyright to all 
social media photos (along with 
the social media site)

• Watermark your photos before 
posting so they will be harder to 
steal

• Remember we all have “stolen” a 
photo (used without permission)



PhotoShopped Photos
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YouTube 
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YouTube “Fan Funding”
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Do NOT use without a parents permission



• You must get permission for all uploads
• Must give a reason for posting 

(Example: to educate, to promote a 
skill, talent)

• Have them identify their audience 
before posting (Example: for kids, for 
adults)

• Make sure there’s no personal info 
included in the video or profile

•  Decide you will be able to view it 
(public, private, etc.)

•  No live streaming without an adult 
present
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Tips for online video posting



! Webcam is extremely popular. 

! Chats like “omegle” stickcam, 
ustream, are live but are not as 
anonymous as they claim. 

! Remember that any 
communication done one these 
sites can be recorded and 
posted elsewhere on the 
Internet. 

! Nothing done on these sites 
should considered private!!!

Webcams & Videos



Webcams & Videos
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Musical.ly app
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• Shoot, save and share short videos up to 15 seconds long.

• Edit videos with creative effects and filters, such as slow 
motion, time lapse, and hyper speed.

• Record and upload your own original audio tracks for others 
to use.

• -Collaborate with friends and people from around the world 
with

• the unique duet function.

• Share to Facebook, Instagram, Twitter, Vine, and other
• social media networks.

• Save videos privately so only you can see them.

• Use hands free recording to record themselves when no 
one’s around to help.



Musical.ly app
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Musical.ly Privacy
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Click Here

Click Here

Click Here



• You control how long 
your friends can view your 
message (Video or Photo)

• They will  have that long 
to view your message and 
then it disappears 
“forever”. 

• The app will let you know 
if they take a screenshot

• There are apps that will 
save everything without 
needing to open the app



Snapchat Privacy
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•To video-chat, simply press 
the video camera icon. Your 
call will immediately go out, and 
as long as Chat 2.0 installed on 
both devices 

• If you don’t want them to see 
your face, you can tap on the 
green camera icon again and 
you’ll be able to see your 
friend’s feed without them 
seeing you.

• For voice calls, you simply 
have to press the phone icon.

Snapchat “Chat 2.0”



ooVoo

• Free Voice Calls 

• Free Texts - send 
messages, photos and 
videos to your friend

• Free Group Chats - enjoy 
group chat  

• ooVoo is cross platform 
and works on any device.
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! Kik is a messaging app that 
allows users to share text, 
pictures, sketches, videos. 

! It uses screen names to 
identify users. (Instead of a 
phone number) 

! Do not need a cellphone to 
use it. (Available for iPod 
touch)

Kik
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Who are you “Kik”ing it with?



 Echosec Searches
• Echosec is a web application 

that uses location-based 
metadata to search for social 
media and other open source 
information. 

• Echosec is a location-based 
search platform that provides 
public safety, security, 
journalism, and intelligence 
professionals actionable 
knowledge based on social 
media and other information.

• There is a free and paid version.



 Echosec Results



“GPS” Searches
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“Public Photo” Searches
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Hello Elena,
Thank you for your interest in my program and your kind words.  Please let me know if there is something I can add to the 
presentation, apps, website, monitoring tools, I am always looking at ways to improve the presentation.  Please let me know if there is 
anything else you need.

Here is a PDF link to the parent presentation:

https://www.dropbox.com/s/n6aesg0ct7u7xib/AOMS%20PARENT%2010-5-16.pdf?dl=0

I have also attached a copy of the generic parent/child tech contract,
as well as my digital brochure.  Please feel free to forward my info to anyone
that you think could benefit from my program, churches, schools, businesses, etc. Word of mouth is what keeps my program going.

Please let me know if you have any other questions,
Jon Moffat
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Photo Zoom Privacy
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Tag Searches
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Gamer Tag Searches
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Quiz your Friends
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“About Me” and “Privacy”
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Anonymous Profiles



“Like” Privacy
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Click Here

Click Here

Click Here



“Like” Privacy
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Click Here

Click Here

Click Here
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What does a like mean to you?



Instagram Settings

Click Here       

Click Here

Turn it on 



Instagram Story Settings

Click Here       

Click Here

Click Here

Make sure they don’t hide them form you



Click Here       

Click Here

Click Here

Click Here

Instagram Comment Settings



Reporting abuse on Instagram

Step Two

Step One

Step Two

Click here



Reporting Instagram Profiles to Administration

Screen Capture the 
following:

•  First the offensive content

• Second the people who have 
“liked” it

• Third the people who 
commented on it

• Share images with an adult you 
trust 
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Instagram Unfollow

Click Here       

Click Here

Click Here
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Deleting Instagram Account

Screen 
Name

Step Two Click Here

YOU CANNOT DELETE THE ACCOUNT FROM THE 
MOBILE APP!

Step One Click Here

To delete a 
Instagram account  
the user must  first 

go to 
www.instagram.co

m
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Deleting Instagram Account

Screen 
Name

Click Here
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Deleting Instagram Account

Screen 
Name

Screen 
Name
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Create A Professional Profile

• Create a profile that is for 
volunteer service ONLY

•  Do NOT include friends or 
family

• Keep it set to private until you 
graduate

• Start a professional profile in 
9th grade



 App Permissions
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Removing Geo Tagging App Permission Controls (Apple)
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Removing Geo Tagging App Permission Controls (Android)



Privacy in the Digital Age
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There is none, anything can be shared:
! Screenshots 
! Hacks (Friends/Others)

Parents/Guardians are responsible for 
anything their child does online
! Anything posted
! Any sites visited
! Anything downloaded



Monitoring the Digital Age
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I can be hard as a parent to keep up:
! Go through devices, understand all apps they 
download, make them the experts and teach you
! Parents must have all passwords to all 
accounts

There are apps to monitor, but the best is 
device in hand
! Teen Safe (www.teensafe.com)
! mSpy  (www.mspy.com)



• Can track where your kids 
go on the Net (Not Cell) 

• Block sites you don’t want 
them to see,  

• Limit their screen time, 
and turn the Internet off 
at night.  

• It requires absolutely zero 
technical expertise to set 
up 

• Can manage all of it from 
an app on your iPhone.

Circle by Disney



Hidden Apps/Secret Apps
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Apps that a child can place apps inside a folder 
and apply password-protection to that folder

Some names of the apps:
• Applocker
• Hide It Pro
• Vault Hide
• Secret Calculator                              Icon



Hidden Apps/Secret Apps
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Apps that a child can place apps inside a folder 
and apply password-protection to that folder
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APPLE has a “Restrictions” section allow you to 
set what they have access to at a basic level

Hidden Apps/Secret Apps Solutions

Go to “Settings” > 
“General” >

“Restrictions” 

This 
password will be 

different then the one 
they use to open the 

phone

“Enable restrictions” 
>

Create Password

* Only monitors 
Safari browser, not 

any secondary 
browsers (Chrome, 

etc.)

Most options are 
“Allow Changes”

“Don’t Allow 
changes”
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Hidden Apps/Secret Apps Solutions
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Hidden Apps/Secret Apps Solutions Android

•   Know at a glance 
when and where your 
kids spend time online.

•   Use simple settings 
to make the Web safe 
for kids to explore.

• Easily protect kids’ 
private information and 
online reputations.



Hiding apps on a Android
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ANDROID has a “Hide Applications” feature built in

Select 
Apps 
Icon

Select 
Menu  
button

Select 
Hide 
apps 

Select 
Show 
hidden 
apps 

Any apps shown 
here were previous 

hidden from you



www.commonsensemedia.org
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What do you use it for? 

How does it work? 

What does it have access to? 

Who else can see it/is on it? 

What are the privacy settings? 

What’s the difference between a Direct Message (DM) and a 
comment on Instagram? 

Can you block/mute/report someone? 

What do I know about the TECH?

Source: http://resources.uknowkids.com/

http://resources.uknowkids.com/


Get to know the apps your children devices 

Take the devices out of the bedroom 

Get to know the followers/friends on all social media, video 
games in real life 

Set up contract and/or just get everyone on the same page 

Do NOT demonize technology or your child for things they 
bring you 

Decide how you are going to monitor what they do online 

What do I do next?



www.accountkiller.com
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http://www.accountkiller.com


Cyber Education Consulting 
Jon Moffat 

jmoffat@cyberedconsulting.com

Thank You For Your Time

mailto:jmoffat@vistacommunityclinic.org
http://cyberedconsulting.com

